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A rapid diagnostic opportunity for
portfolio companies

KPMG offers a diagnostic process to help quickly assess an organization’s
cybersecurity maturity level, leading to recommendations for improvement

Addressing critical cybersecurity challenges

KPMG's cyber maturity advisory solutions help organizations remain vigilant to new cyber threats while
prioritizing key cyber investments in a cost- effective manner aligned to their investment strategy. We
also offer a managed detection and response solution, providing a range of managed services to help
organizations address specific business challenges.

The range of KPMG's cybersecurity services includes:

e  Qur cybersecurity diagnostic offers a step in understanding your organization’s cyber strategy needs.

e The diagnostic combines advanced technology with customized support from leading industry-aligned
professionals who have significant expertise helping clients manage their cybersecurity investments
and cyber risks.

Our approach

Through our initial diagnostic exercise, which is a light-touch process on your part, we quickly identify
potential opportunities to advance your cyber strategy. Then, at your discretion, senior KPMG cyber
experts can further guide you through the execution of select value creation opportunities that have
been identified.
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Deliverables from the cybersecurity diagnostic include:

e Key observations and challenges identified during the rapid assessment

e Perspective on current state maturity versus leading practices

e High-level quantification of costs and potential value creation opportunities
e Prioritized list of initiatives and preliminary roadmap

e Considerations and next steps
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KPMG cyber solutions for portfolio companies
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Case study: Strengthening cyber position during high-acquisition growth period

The challenge

Shore up enterprise cybersecurity in preparation for bolt-on acquisitions and an increased
reliance on proprietary systems for exponential growth

What KPMG did

e KPMG met with 12 stakeholders across various executive leadership teams and technical
functions to understand key business processes, technical infrastructure and application
stack, and anticipated changes to the environment

e Reviewed latest security reports, system architecture diagrams, and other supporting
documentation provided by the client

e Developed an executive-level overview of the company’s sensitive data landscape and
associated risk of storage

Results
e Defined six key initiatives the organization should prioritize over a 12-month period to
reduce the risk of cybersecurity incidents impacting business operations and decrease the
iﬁ volume of security debt that has accumulated in the platform

e Provided high-level project details (e.g., key milestones, definition of success, budgets) to
help the organization quickly translate the roadmap into actionable work plans

¢ |dentified an opportunity to decrease the storage of sensitive data by 569% by de-duplicating
records and implementing data-retention standards within the backup architecture
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